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The Proximus Group is committed to comply with all relevant data protection legislation and good
practices relating to the processing of electronic communications data and personal data, as set out in this

policy.

An important reason for treating electronic communications data and personal data with strict
confidentiality is that this data is legally protecte d. Any failure by the entities of the Proximus Group or their
employees, contractors and representatives to comply with these legal obligations can be subject to
criminal, administrative and disciplinary sanctions.

It goes without saying that respect for electronic communications confidentiality and the privacy of our
customers is essential if we want to win and retain customers and their trust.

The Proximus Group is committed to comply with all relevant legislation in respect of personal data, and

to prote ct the rights and freedoms of individuals in accordance with a.o. the General Data Protection
Regulation (GDPR') and the Directive on privacy and electronic communications (e-Privacy Directive?),
transposed into Belgian legislation via the Electronic Communications Act of 13/06/2005.

Hi { Ff} O]

This policy applies to all employees and (sub)contractors of the Proximus Group and to all processing of
personal data?, including electronic communic ations data®*, by the Proximus Group either as a controller
either as a processof. This includes personal data ofany of the following categories of data subjects®:
active Proximus customers as well as data from prospects and former customers and data of applicants,
current Proximus employees and (sub)contractors and former Proximus employees and (sub)contractors
and applies both to residential customers and business customers.

Proximus 2 - j * @nployees but also (sub)contractors and any third parties working with or for the
Proximus Group, and who have or may have access to personal data, will be expected to have read,
understood and to comply with this policy. Please note that in the remainder of this policy, the term

AH-ji ,r}Y+- jYoe{it*jja fifj-- eio6ftneRraxi@fsGroypj - ] - 0-+te+fj~

This policy is in line with the GDPR and with the ePrivacy Directive.

'Ljj hjorGDPRar jr— jo-~-A , £ bDeé

2Ljj hj ore-RrifacyjDirectiveain Anex 1.

3Seehj or ~r gersqnal daja@in AlRnex 1.

AL hj o r efecttbnicicemmunaatidns data ain Annex 1.

SLjj hj or eanttollejd~ -] piduesdka r ~ ~~j, bDe
8Ljj hj ordata8ubjgcta ye A~~j ., Deé
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1.3.2

x proximus

The GDPR applies to all controllers that are e stablished in the European Union (EU) who process the
personal data of data subjects, in the context of that establishment”. It also applies to controllers outside

of the EU that process personal data of data subjects who are in the EU, where the processing activities are
related to:

1 the offering of goods or services, irrespective of whether a payment of the data subject is required,
to such data subjects in the EU; or
1 to the monitoring of their behaviour as far as their behaviour takes place within the EU.

Ug] ®° H=j,r}x- j}ro{i*jj- }=x-°

This section aims at settingout an overview of the points of action that Proximus employees must take in
order to comply with the requirements of this policy. The list below is non- exhaustive and simply aims at
highlighting the most important requirements in an actionable form.

Apply the principles of personal data processing to the col lection and
use of personal data

1 Only collect personal data that is directly relevant and necessary to accomplish the specified
purpose(s) and only retain personal data for as long as is necessary to fulfil the specified
purpose(s).

Use personal data solely for the purpose(s) for which it was collected.

Ensure that personal data is accurate, up-to-date and relevant to the purpose(s) for which it is

collected.

1 Secure personal data (paper and electronic) through appropriate security safeguards against risks
such as loss, unauthorized access or use, destruction, modification, or unintended or inappropriate
disclosure.

1 Avoid accessing, collecting or storing personal data that is not necessary for their current job
responsibilities.

1 Always dispose of personal data securely when it is no longer necessary to fulfil the specified
purpose(s).

= =4

Follow the privacy by design process

1 Follow the privacy by design process at the initial design phase of any system, product or process
involving the processing of personal data.

1 Implement the measures defined in the context of the privacy by design processto mitigate the
risksthat this processing activity may pose to the rights and freedoms of individuals.

Ljj hj orestmblishmestaj o~A ~~j, D&
8 The privacy by design process is a process put in place to take data protectiomequirements into account
in the design of any initiative involving the processing of personal data. See section2.3.
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133 Report personal data breach es and complaints

1 Immediately inform the Data Protection Office when detecting a personal data breach. A personal
data breach occurs when the confidentiality, availability or integrity of personal data is
compromised.

1 Report any complaints from data subjects about how their personal data is processedto the Data
Protection Office .

134 Complete required training s

1 Undertake and complete all required data protection and information security trainings.
2. Hiy {rf*a *]°] H=j°jf°r;i-~
212 (i ~-J«xj~fj- 1~ FOLG] yfo] ~i ~

211 GDPR

The GDPR has come into effect on the 25th of May 2018. There are no transitional provisions for existing
personal data. This means that, from that date onwards, the Proximus Group has to fully comply with the
GDPR

The Proximus Group carries out processing activities whereit qualifies as a controller and activities where
it qualifies asa processor under the GDPR and risks sanctions in case of norcompliance with its obligations
under data protection legislation.

The GDPR foreseesdifferent types of sanctions in case of non compliance with the data protection rules,

o

including reprimands, temporary or definitive bans on processing and finesi o * © i CNT }r{{rj-~
°qgqj et -tatabworddwide-annual turnover of the preceding financial year .

2.1.2  Electronic Communications Act of 13/06/2005

Possible sanctions in case ofnon-compliance with the e- Privacy Directive are provided in section 3.3.

2.1.3 Disciplinary actions

Any violation of this policy could result in disciplinary measures that may lead to dismissal, in accordance
with the employment regulations applicable to you . Breaches of data protection legislation may also

constitute a criminal offence, in which case the matter will be reported as soon as possible to the
appropriate authorities.

22 H=-r ~fro©{j) - jo0o ©)--j~]1{ h]°] ©=jf]
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All processing of personal data must be done in accadance with the following data protection principles .
Any new product and service involving the processing of personal datashould follow the privacy by design
process to ensure that these principles are taken into account inits design.

22.1 Lawfulness, fairness and transparency

Personal data must be processed lawfully, fairly and transparently.

2211 Lawfulness

The processing of personal data has to happen in a lawful way. For the processing to be considered lawful,
it must be based on one of the legal grounds listed in article 6.1 of the GDPR, namely.

Prior consent of the data subject;

Performance of a contract;

Compliance with a legal obligation of the controller ;
Protection of the vital interest of the data subject ;
Performance of the public interest or o fficial authority ; or
Legitimate interest of Proximus or a third party .

E R

There is no hierarchy within the list of legal grounds.
Specific legal grounds are necessary to processspecial categories of personal data®.

Lawfulness also means that the processing of personal data may not be unlawful or illegal in a more
general way. This implies that all processing activities must respect applicable criminal and civil laws and
principles.

The appropriate legal ground for a processing activity is defined and documented as part of the privacy by
design process which must be followed for any new initiative involving the processing of personal data.

2212 Fairness

Personal data must be processed in a fair way. This means that:

1 The Proximus Group handles personal data in ways data subjects would reasonably expect
(transparency and reasonable expectations);

1 The Proximus Group does not use personal data in a way that has adverse effects on the data

subjects;

The Proximus Group does not deceive the data subjects;

The Proximus Group does not lure the data subjects into the processing of their personal data.

= =

SLj j h j o r spacialcatesorigs of peAsonal dataain Annex 1.
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2213 Transparency

The GDPR has increased requirements about what information should be made available to data subjects,

-qrfq r- fifj-jh r~ °qj AN-]~-0©] -~j~f1& -jthepracesgingj ~° & 4
of personal data must be provided to data subjects, as well as when and how this information must be

provided.

The mandatory content of the information that must be provided to the data subject sisdefined by articles
13.1and 13.2 or 14.1 and 14.2 of the GDPR.

Information and communication relating to the processing of personal data must be:

1 concise, transparent, intelligible and easily accessible;

1 inclear and plain language;

91 inwriting or by other means, including where appropriate, by electronic means; and
1 provided free of charge.

The information relating to the processing of personal data must be provided to the data subjects within
the timing laid down in articles 13.1 and 14.3 (a) to (c)of the GDPR.

222 Purpose limitation

Personal data shall only be collected and processed for specified, legitimate and explicit purposes and not
further processed in a manner that is incompatible with these purposes. During the privacy by design
process it ischecked and documented whether a personal data processing activity is justified by a valid
purpose or whether a new purpose is compatible with the original purpose of processing.

2221 Specified purpose

The purpose of the personal data processing must be established in advanceand determined at the time
of the collection or further processing of the personal data.

If the processing activity does not serve any specific purpose, it should not take place or be stopped
immediately when the purpose becomes inexistent.

2222 Legitimate purpose

A legitimate purpose is one which complies with any legal requirements. Furthermore, a legitimate purpose
is a valid purpose. Not only does it have to bdawful , it also has to be reasonableand realistic.

2223 Explicit purpose

An explicit purpose is one that b clearly revealed, explained and expressed. The purpose has to be explicit
at the latest at the moment personal data is being collected or being further processed.

2224 Compatible use

Personal data obtained for specified purposes must not be subsequently used for any other purpose that
is not compatible with the purpose originally defined. Nevertheless, it is allowed to process personal data

Proximus PLC under Belgian Public Law, Bd. du Roi Albert Il 27, B -1030 Brussels, Belgium
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2.2.6
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for a new purpose in cases where the data has been collectedon the basis of legitimate interest, a contract
or vital interests but only after checking that the new purpose is compatible with the original purpose.

Data minimization

Personal data must be adequate (sufficient to properly fulfil the specified purpose), relevant (with a rational
link to that purpose) and limited to what is necessary in relation to the purposes for which they are
processed.

If certain personal data is not strictly necessary for the purpose in question, it may not be collected or
processed.

Data collection methods are reviewed as part of the privacy by design processto ensure that collected data
isadequate, relevant and not excessive.

Accuracy

Personal data must be accurate and kept up to date.

In order to achieve optimal accuracy, personal data should, as much as possible, bebtained from the data
subjects them selves. Personal data that is keptby the Proximus Group must be reviewed and updated as
necessary.

Storage limitation

Personal data must be kept in a form such that the data subject can be identified only as long as iiecessary
for the purposes for which the personal data are processed. Personal data may not be stored for an
indefinite period of time. The duration of the period can vary depending on the purpose for which the
personal data is processed. During the entie period, the Proximus Group must be able to prove that the
storage of the personal data is necessaryfor such purpose.

The appropriate retention period of the personal data is defined and documented as part of the privacy by
design process which must be bllowed for any new initiative involving the processing of personal data.

The Proximus Group must ensure that personal data is securely anonymized, disposed of or destroyed at
the end of its retention period.

Security of personal data

Personal data must be processed in a manner that ensures appropriate security of the personal data,
including protection against unauthorized or unlawful processing and against accidental loss, destruction
or damage, using appropriate technical or organizational measures. The Proximus Group shall implement
such technical and organizational measures required to ensure adequate security of personal data.

All personal data shall be classified and treated depending on their sensitivity level as defined inthe
Proximus Information Ownership and Classification Policy.

Inassessing measuresto ensure appropriate security of the personal data, a risk assessmentwill be carried
out taking into account all the circumstances of ° ¢ j H- i , r } processng gper&ians as well asthe
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extent of possible damage or loss that might be caused to data subjects if a security breach occurs, the
effect of any security breach on the Proximus Group itself, and any likely reputational damage including
the possible loss of customer trust.

When assessing appropriate technical measures following measures will among others be considered:

1 Firewalls and internet gateways;

1 Privacy enhancingtechniques such as pseudonymisation and anonymisation;

1 Identity & access management (incl. Public Key Infrastructure, Key Management Infrastructure,
etc.);

Threat & vulnerability management (incl. vulnerability scanning & patching, event logging &
monitoring, malware protection and intrusion detection);

Data leakage prevention;

Encryption management;

Application security (incl. SOA security, database security);

Network and end user device protection;

Security information & event management ;

Data, application and network segregation;

Audit logs and monitoring ;

Supplier and Third Party Remote Access Management.

=

=4 =4 =8 -4 _-a_4_a_9

When assessing appropriate organisational measures following measures will among others be
considered:

1 Data protection policy framework ;

1 Training & awareness for Proximus employees;
1 Physical access controls

1 Adoption of a clear desk policy.

All Proximus employees are responsible for ensuring that any personal data which the Proximus Group
holds and for which they are responsible is kept securely.

Integrity

Personal data must be properly secured in order to achieve and maintain their integrity. Data integrity
needs to be taken into account during the entire lifecycle of any project or process.

Confidentiality

Personal data cannot be accessed by people who do not need them, as formulated in the Need to know
principle: access to personal data must always be restricted to the persons who need it for the performance
of their tasks. The Proximus Group needs to ensure that personal data are only processed by authorized
employees or authorized equipment.

Accountab ility

As a controller, according to article 5.2 of the GDPR the Proximus Group is not only responsible for
ensuring compliance but also for demonstrating that processing operations comply with the principles of
data processing listed in this policy andthe requirements of the GDPR (accountability principle).

In order to be able to demonstrate compliance ,the Proximus Group will keep traces and documentation of
every decision taken and measure implemented to comply with principles of data processing enshrined in
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the policy, including by implementing a privacy by design process maintaining records of processing
activities and executing and documenting DPIAswhere legally required, implementing and documenting
technical and organizational security measures, implementi ng a personal data breach notification process,
facilitating ° q | i. ] afr - i 0 ° geétc. This Biofumentation \yilf bt Ehade availgblg tpon
request to the supervisory authority and serves as proof of compliance with data protection regulation.

With regard to monitoring and control, Proximus applies the system described in section4 of this policy.

H-r ] f* e hj-rp~ ©-jfj--

In accordance with the GDPR principle of accountability’®, the Proximus Group must be able to
demonstrate compliance to data protection regulation (e.g.,GDPR, e Privacy Directive) and ensure that
the processing of personal data is compliant with applicable legislations.

The Proximus Group shall establish a process privacy by design process to assess compliance with the
requirements under data protection regulation for any initiative involving the processing of personal data.
The privacy by design processwill enable the Proximus Group to anticipate and mitigate risks and privacy
invasive events before they occur, ensuring the correct implementation of data protection principles . The
privacy by design processwill also ensure that, at the initial design phase of any system, product or rocess,
the Proximus Group considers:

1 Whether the intended personal data processing activities complies with the data
protection principles;
1 the risks that these processing activitiesmay pose to the rights and freedoms of individuals;

and
1 the possible measures available to mitigate the risks and demonstrate compliance with
legislation.
*1°] H-3y°jf°rij~ 4}0]f° il B

The Proximus Group shall perform an assessment of the impact of the envisaged processing operations
on the protection of person al data whenever a processing activity is likely to result in a high risk to the rights
and freedoms of individuals. Such assessment is called a Data Protection Impact Assessment DPIA).

A DPIA is required at least in the following cases:

1 asystematic and extensive evaluation of the personal aspects of an individual, including
profiling;

1 processing of sensitive data on a large scale;

1 systematic monitoring of public areas on a large scale;

1 large-scale and/or systematic processing of telephony , internet or other communication
data, metadata or location data from or traceable to natural persons (for example Wi -Fi

10 The principle of accountability is explained in section2.2.7.

Proximus PLC under Belgian Public Law, Bd. du Roi Albert Il 27, B -1030 Brussels, Belgium
VAT BE 0202.239.951, Brussels Register of Legal Entities, GiroBE50 0001 7100 3118 BPOTBEB1 Page 10 of 18

b~



2.5

2.6

tracking or processing of location data of travellers in public transport) when the
processing is not strictly necessary for a servicerequested by the person concerned.

The DPIAs shall contain and document at least the mandatory elements listed in article 35.7 of the GDPR.

*1 ° ] -xzexjf°-a =~rpqg°-
Data subjects have the following rights regarding the processing of their personal data:

The right to be informed

The right of access

The right to rectification

The right to erasure (right to be forgotten )

The right to restriction of processing

The right to data portability

The right to object

Rights in relation to automated decision making, including profiling.

= =4 -8 -8 _a_a_8_2

The Proximus Group will design and maintain appropriate procedures and training to implement the above

h] °] - e x jafdto @] ~—hr{pjq °h] ° ] - + e x| f howdheirfper$o@a{ data hds beer] e j
processed by the Proximus Group.
The Proximus Group must put the appropriate means ] © ° q ] h] °] -rtexjf°-a hr-0j -
exercise their rights and file their complaints.
Where required by law, the Proximus Group must execute ° q j h] °] -texjfespandtoibj «xj - °
within the timing set forth in article 12.3 of the GDPR.

. H (o]
(i ~-1] -~
As explained in section2.2.1.10f this policy (principle of lawfulness ), the processing of personal data must
be based on one of the legal groundslisted in the GDPR.One of these legal grounds is the prior consent of
the data subject. Whenever the processing of personal data is based on this legal ground, additional
requirements need to be respected for the consent to be valid.
To be valid, the Af | ~ -njust e collected in the form of a freely given, specific, informed and
unambiguous r ~hr f ] °rj~ j0 °qj h] °] -texj fe°a- Sr-qj - el - g

affirmative action, signifies agreement to the processing of personal data relating to him or her. The
consent of the data subject can be withdrawn at any time.

To obtain a valid consent,the data subject must have been fully informed of the intended processing and
has signifiedhis or her agreement, while in a fit state of mind to do so and without pressure being exerted
upon him or her. Consent obtained under force or on the basis of misleading information will not be a valid
basis for processing. Consent cannot be inferred from the absence of response to a communication.
Consent should cover all processing activities carried out for the same purpose or purposes. When the
processing has multiple purposes, a specificconsent should be given for all of them.

Where the Proximus Group provides information society services (i.e. online services) directly to children, it
will ensure that it has obtained consent from the holder of parental responsibility over the child when
processing personal data.
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